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Y2 "2.1.1.8. set_classpath.cmd(sh)”, "2.1.1.9. set_pharos_env.cmd(sh)" & & Z&%HCt

2.1.1.1. agent.cmd(sh)
Web Server ZL|E{2 HE2 ZEAMAS M= HY

of
agent.cmd(sh) [Agent Name] =~ ------------- BN @ " #E

2.1.1.2. checkconfig.cmd(sh)
OIO|IME M7 MR mainxmlQte EHS MIAT I AESHE HYOO|CH

checkconfig.cmd(sh) [Agent Name] = ------------- B O @ ®x

2.1.1.3. classfinder.cmd(sh)

classloader0f 22t2} &= classe| ZEE AH0tF &= el

Ofo|HE CIHH2| #4 7



2.1.1.4. ipcheck.cmd(sh)
2o A &g Al Ofo|MEZL AX|El ZH|Ql IP S52 2ol I AMESHE FHOO|CH

ipcheck.cmd(sh)

2.1.1.5. machine.cmd(sh)
AMAED 2laA BLHEY 2 718 BN ZEA, O0|MET MX[E 2HKXAMLl CPU, Memory AHE HE

machine.cmd(sh)

2.1.1.6. make_rt.cmd(sh)
DLEHZ A WASE JDK14 HEE AR Al BCELMA(ED G)o TR2ES W4T I At2st=
FFHofolLCt.

make_rt.cmd(sh) [Agent Name] [JAVA_ HOME] ~ ------------- ED@, G, @ Hx

2.1.1.7. native2_test.cmd(sh)
DLEHZ 4 WASS| JVMOA AFE3L= CPU, Memory(Heap)SE2E MK HZE #Hste ZES H|
AE 57 Qo HHO 0|0

native2_test.cmd(sh)  ------------- HD " HE

2.1.1.8. set_classpath.cmd(sh)
OO MEO|AM A S= Class PathE “d2o|st ddst= H-0{0|Ct

set_classpath.cmd(sh)

HHO £ ™ o+ Qto] $PHAROS_HOMES| ZZE £7 sliCt
PHAROS_HOME=/test/was/pharos; export PHAROS_HOME

SYSTEM_CP=$CLASSPATH
CLASSPATH=

#### Agent Library
CLASSPATH=$CLASSPATH:$PHAROS_HOME/lib/pharos-loader,jar
CLASSPATH=$CLASSPATH:$PHAROS_HOME/lib/pharos-agent.jar
CLASSPATH=$CLASSPATH:$PHAROS_HOME/lib/pharos-common.jar

———————————————————————————————————————————————————————— <O|8} Meks

[Z13!] 2-1 set_classpath.sh I}

ne
=
ofo

2.1.1.9. set_pharos_env.cmd(sh)
DLEHZ CHA WASZt JDK14E A& Al O|O|HEQ| etdWM=E HHSI7| gt FHOO|C)

set_pharos_env.cmd(sh)

$PHAROS_HOME 42& O|0|HE HX| 22 7 SiC}
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PHAROS_HOME=/test/was/pharos; export PHAROS_HOME

#### Agent specific library & JAVA Options ####

if [ -n "$PHAROS_AGENT" ]; then
PHAROS_OPTIONS="-Dpharos.nhome=${PHAROS_HOME}"
PHAROS_OPTIONS="${PHAROS_OPTIONS} -Dpharos.agent=${PHAROS_AGENT} -Dpharos.use.asm=false
PHAROS_OPTIONS="${PHAROS_OPTIONS} -
Xbootclasspath/p:${PHAROS_HOME}/config/${PHAROS_AGENT}/lib/rtjar"
# PHAROS_OPTIONS="${PHAROS_OPTIONS} -Duse.loader.logger=true"

; export PHAROS_OPTIONS

i

[1&] 2-2 set_pharos_env.sh It L&

2.1.1.10. set_pharos_env15.cmd(sh)
DLEZ CHA WASZt JDKLS5 O|& AL Al 2tdB=E -S| fIot FHO0|Ct

set_pharos_env15.cmd(sh)

$PHAROS_ HOME B2 5 O|0|HE HX| Z2= 57 ottt
PHAROS_HOME=/test/was/pharos; export PHAROS_HOME

#### Agent specific library & JAVA Options ####
if [ -n "$PHAROS_AGENT" ]; then
PHAROS_OPTIONS="-Dpharos.home=${PHAROS_HOME}"
PHAROS_OPTIONS="${PHAROS_OPTIONS} -Dpharos.agent=${PHAROS_AGENT} -Dpharos.use.asm=true"
# PHAROS_OPTIONS="${PHAROS_OPTIONS} -Xbootclasspath/p:${PHAROS_HOME}/lib/pharos-javax15.jar"
# PHAROS_OPTIONS="${PHAROS_OPTIONS} -
Xbootclasspath/p:${PHAROS_HOME}/config/${PHAROS_AGENT}/lib/rt jar"
PHAROS_OPTIONS="${PHAROS_OPTIONS} -javaagent:${PHAROS_HOME}/lib/pharos-loaderjar"
# PHAROS_OPTIONS="${PHAROS_OPTIONS} -Duse.loader.logger=true"
. export PHAROS_OPTIONS
i

[A&] 2-3 set_pharos_envl5.sh I LHE

2.1.1.11. version.cmd(sh)
OO|MES| HTEZ =l = A= FHOO|CE

version.cmd(sh)

=gl

@ [Agent Name] : ZLIE{E Cid Web Server| AEXt

@ [Agent Name] QIXt 22 Al config CIEZ] L 3§Y [Agent Name]22 C|E{2|Q}
StZ 478 mol EXYSHo{oF Lt

3@ [JAVA_HOME] : 2L|E 2 CHA WAST} AI25= JDK1.49| HX| A=

@ [Agent Name]®lAt U3 Al config CIHE2| L) 8iT [Agent Name]22 C|HE[Z|Qt 7|

E28 ool Xts 49 ECt

®  BCEL (Byte Code Engineering Library) : AtHIAO{O| A ddst= SefA IS 2A5tn BE,
MZzEste= ZHHTH QIHIO|AE XS ot

® BHEO =™ Al Tlib/nativey; CIHEZ| oo 2IMK CIHEZ| & libpharosutilso ZE=0|
ZXsloF strt.

ofo|HE CIHH2| 74 9



2.1.2. config / config_sample C|HE{Z|

config C|AE{2[= Pharos Java OO|HEZ} M3gt f

SECIE 2 d9e=z %4

Zto| meloj cist H¥L2 Ch31F ZCh config_sample CIAEZ| Lf MEE 0|83t0] WE/ZFE ZLH
2 el YEE A8 I g2 stk

CIME2] E 449
Test-apache Apache, WebtoB 878 MZ
Test-iplanet Iplanet 2478 W&
Test-j2ee 74 Web Application Server 87 MZ
Test-javadaemon 0¥ Java Daemon AY ME

[H] 2-3 O|O|ME config CIAEHE| +4

2.1.3. lib C|&E2]

lib CIME2|= Pharos Java OO|HEO|A &gt I F=dt= 2to|E2(2] Y0 ML A= FHe
2 ZtZto| mdof tiet 2¥2 Ciadh 2ok
CiMEZ B o 3 249
SampleApErrorAdvice.java
SampleApErrorAfterAdvice.java
SampleDataMakerAdvice.java
SampleAdvice | SampleEAIHashSequenceAdvicejava | advice sample code
adviceMaker SampleGuidMakerAdvice java
advices SampleHashSequenceAdvice java
SampleTxCodeMakerAdvice. java
CompileHelper.cmd(sh) compile 7
Pharos-agent-advice-stacktrace jar Of| O T E 0| A
pharos-agent-advice-common.jar AF2 5= 20|28
criteria-main.xml
http-filter.xml
http-jsp.xml
PP config CIZE{2]0
http-servlet.xml
. i [Agent Name]
o jdbc.xml N
common- | criteria . AEXZE EXHSHA
) jdbc-proxy.xml 5
config ' %S 4%, 0/x0
naming.xml
. s 28 2=
weblogic-jdbc.xml
OIX| £lC}
pharos-default-exclude.xml
weblogic-jdbc.xml
properties loader.properties
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pharos.logéj.properties

http_uri.exclude

main.xml
criteria-main.xml
http.xml
http-filter.xml
http-jsp.xml
o http-servlet.xml o N
criteria ) D20 E st
naming .xml
, 7|2 2780[ &
jdbc-proxy.xml _ ]
, , , Q£ common-config
common-config-profile jdbc-proxy.xml
. CI2E 2] (common-
naming.xml _
o config C|HE 2|2t
weblogic-jdbc.xml N
WAHSHA ALE THEL)
http_uri.exclude
properties loader.properties

pharos.log4j.properties

main.xml

sample-main.xml

javax-xml jar

pharos-agent-config-2x.jar

pharos-agent-ext.jar

jaxb-apijar
e LY
) jaxb-impljar P
jaxbl , L AHEE|= JDK1.4
jaxb-libs jar
2to| =8| 2|
relaxngDatatype.jar
xsdlib.jar
activation.jar
jaxbl-impl.jar
o LY
axb-apijar
jaxb2 J o ~pJ|_ A2 E|&= JDK1.50| 4
jaxb-impl jar ato|= 23|
jaxb-xjc.jar
jsrl73_1.0_apijar
libpharosutil.so SoHF ¥ BUHz
, =M librtmutil.so
native . ) CHA WASQ| 2|aA
C|2Ef 2| pharosutil.dll (Windows A €) GOl A 25
=
rtmutildil (Windows 71 2) e
lib xercesImple.jar Xml Parsing
xmlli
xml-apis.jar 2toj=gg|
haros-agent-config.jar
Pharbsma9 o) 0fl 0| Z £ 0f A

A+ E[= 2t0[E2 2

Ofo|HE CIHZ| 744 11



pharos-agent-http.jar

pharos-loader.jar

[H] 2-4 OO|ME b C|HEZ 74

=

common-config ClHEZl= O3] ZLEHY Ofe WASS HE2 7HEE config CIHEZ| i [Agent
Name] AJHXt CIHEZ|E BHEX| Y0 SS2E AL A| & ECL

2.1.4. license C|EIE 2|
OO|MEE MHlst7| Qo) LTt License HE IHU0| XA E C|Ez|0|Ct,
2tO| M A& http://technet.Dabomsoft.com@ 2 24 otCt,

2.1.5. logs C|HEZ|

config CI&EZ| 2t common-config® ‘d/d
7|2 EICt. Pharos Java O O|MEZ} MX|E|0f
Of A= 8% OMO|TMEYE =17} J7|8EX| &
0|83t M& HetE FO{0F otrt.

2UHY Y 22 C™¥HZ|I7 48 = agentlog”t
= Ao WAS A80| tE 8% CI™HI|o Mg Het
= ARt 27| W= logs CIHEZ0] ot HHAE

mo go ri

AIX6:/home/pharosJava> chmod 755 logs

2.1.6. plugins C|3HE|2]

CI3Ef2| oY g 4y
available o A™O| NEE= YAl ClEEZ
SYEY A SX wrEe o
common pharos-agent-plugin-recorder.jar ato|z a3

[H] 2-5 O|O|ME plugins CIAEHZ| 74
plug

2.1.7. readme C|HEZ|
OO|ME ™ & HistoryLt0| X| StC}.

2.1.8. xsds C|IE{2]
OO HENM AFEEl= xml LHYO| Ef HO| xsds LtUO0| K| St

2.2.0JO|ME Fo uje M

= Z20M= OO|HENM A8ots F2 &8 Mo sl 7[=etch KM At

—

OF

2 0| "3. OfO|HE

0
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rtot
0

>

00t

bEo e 280 CHRED el e

— -

f

mjo
1)
P
rot
o

of2f [H] 2-601AM E2|RFS0| AHBE £ QY& OO|MEQS| Fo MASO| el LY.
oy My

$PHAROS_HOME/Ilib

pharos-loaderjar
Ofo|MEQ| 7|& Class Loader

$PHAROS_HOME/lib/common-config

main.xml S — -
Ofo|MEZt sXot=0 TRt 7|2 248 oM

$PHAROS_HOME/lib/common-config/properties

loader.properties T ———
sH gtdS X 5= 247 Y

$PHAROS_HOME/lib/common-config/criteria

criteria-main.xml
+3 O Class@ MethodE Holdts 82 A8 HF oY

$PHAROS_HOME/logs/[Agent Name]/

agent.log ojo|FEQS 7|2 21 m}Y

[#] 2-6 OO|HE 8 oY 29

Ofo|HE CIMHZ| 744 13






W 3.1 Of|O|ME Class Loader
W 3.2 Ofo|HE 7|2 &7

B 3.3 loader.properties 4™
W 34 Ojo|HE =21 M¥H

MW 3.5 Criteria &%

B 3.6 Criteria 2 ME

23




JavaOlM d& EEE FE5H7| I8t Class7t 2EYE I 00|ME= HIO|E REE HUSH=M|, HIOE
ASE HUst7| 9ISt OOIMES MMt M 3t 2ot
® DK H{F 15 0% —javaagent &M
® JDK H{H 14 0|8t —Xbootclasspath =4
3.1.1. JDK ver. 1.4 under
"$PHAROS_HOME/bin O EX{SH= make_rt.cmd(sh)S A &5t0] rtjarmte S H-gsiCt,
make_rt.cmd(sh) [Agent_Name]
gl
make_rt.cmd(sh) HEOE & 7] ™ otz mo| $PHAROS_ HOME ZZ2E 73 ot

$PHAROS_HOME/bin/set_pharos_env.cmd(sh)
$PHAROS_HOME/bin/set_classpath.cmd(sh)

3.1.1.1. set_classpath.sh 2%
set_classpath.shi rtjarit dH8S Il classpathE A7 ot= IHYO|CE $PHAROS_ HOME BEE 0f|0|H

E 4% Z2E 4% BTt

PHAROS_HOME-=/test/was/pharos; export PHAROS_ HOME

SYSTEM_CP=$CLASSPATH
CLASSPATH=

#### Agent Library
CLASSPATH=$CLASSPATH:$PHAROS_HOME/lib/pha ros-loader,jar
CLASSPATH=$CLASSPATH:$PHAROS_HOME/lib/pharos-agent.jar
CLASSPATH=$CLASSPATH:$PHAROS_HOME/lib/pharos-common jar

-------------------------------------------------------- <O|8} MeFs

ne

[1&]] 3-1 set_classpath.sh If

3.1.1.2. set_pharos_env.sh &8
set_pharos_envsh= O|0|TES| 2tFFHEE 27Yst= LYLO|Ct. §PHAROS_HOME BZE Of0|HE HX|

A22 4+ Bt
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PHAROS_HOME=/test/was/pharos; export PHAROS_HOME

#### Agent specific library & JAVA Options ####

if [ -n "$PHAROS_AGENT" ]; then
PHAROS_OPTIONS="-Dpharos.nhome=${PHAROS_HOME}"
PHAROS_OPTIONS="${PHAROS_OPTIONS} -Dpharos.agent=${PHAROS_AGENT} -Dpharos.use.asm=false
PHAROS_OPTIONS="${PHAROS_OPTIONS} -
Xbootclasspath/p:${PHAROS_HOME}/config/${PHAROS_AGENT}/lib/rt jar"
# PHAROS_OPTIONS="${PHAROS_OPTIONS} -Duse.loader.logger=true"
export PHAROS_OPTIONS

fi

[1&] 3-2 set_pharos_env.sh It L&

3.1.1.3. make_rt.sh A&l

make_rtsh= 0|A 2Fct &8 HE MESIY 2FZ rtjar IHE

mjo
0z
0x
O
rir
o=
o
o
n

#1/bin/sh
. ./set_pharos_env.sh

#export CLASSPATH=$PHAROS_HOME/lib/pharos-loader.jar
Java -Dpharos.home=$PHAROS_HOME -jar $PHAROS_HOME/lib/pharos-loaderjar $*

[Od8] 3-3 make_rtsh It LfE

$PHAROS_HOME/bin/make_rt.sh [Agent_Name] HHO{ & A| [18] 3-49F 22 Z1t

i
Lt
il
ret
n

PHAROS home : /home,jeus6/Pharosagent

PHAROS agent: agent_jeusd

JavA Home  : Jusr/j2sdk1.4.2 19/jre

JAVA version: 1.4.2.19

JAVA vendor @ Sun Microsystems Inc.

RT JAR : usr/j2sdki.4.2_19/jre/Tib/rt. jar

Acded: pharos-loader. jar
Added: java.lang.ClassiLoader

RESULT:
rt.jar was generated in /home/jeuss Pharosagent/config/agent_jeust/1ib

———————— PHARDS OPTIONS ———mr
-Xbootclasspath,/p: ‘home/ jeuss Pharosagent config/agent_jeus6/1ib/rt. jar -Dpharos. home=/home/jeus6/Pharosagent -Doharos. agent=agent_jeusé

[ 3-4 rtjar 848 23

MAE rtjar THY2 "$PHAROS_HOME/config/[Agent_Name]/lib/rtjar, 2 XN EICH

-Dpharos.home=/test/was/pharos
-Dpharos.agent=[Agent_Name]
-Xbootclasspath/p:/test/was/pharos/config/[Agent_Name]/lib/rt jar

[18] 3-5 rtjarg AR JVM &M

3.1.2. JDK ver. 1.5 over

JDK 15 HT O|dS A& Al ofgfier 22 M85 AH83t0 O0|HEE HE

%

C}.

-Dpharos.home=/test/was/pharos
-Dpharos.agent=[Agent_Name]
-javaagent:/test/was/pharos/lib/pharos-loader.jar




[1&] 3-6 pharos-loaderjarg AtE3t JVM &M

3.2.00|HE 7|2 273

oo|HES| 7|= 278 &2 mainxml LFEO[CE

"$PHAROS_HOME/lib/common-config/mainxml; ---------- HA OO|ME ZE MAHES AR
"$PHAROS_HOME/config/[Agent_Name]/main.xml --------- OIO|ME HE JjH d-2 A8

<?xml version="1.0" encoding="UTF-8"?>
<agent>
<server>
<ip>127.0.0.1</ip>
<port>44001</port>
</server>
<tier>J2EE</tier>
<j2ee>
<l--
<layers>
<in>HTTP</in>
<out>JDBC</out>
</layers>
-->
<operation-config>
<send-over-time>3000</send-over-time>
<send-level>SMART</send-level>
<force-send-issue>true</force-send-issue>
<use-stack-trace>
<connection>false</connection>
<statement>false</statement>
<result-set>false</result-set>
</use-stack-trace>
<condition>
<min-stack-count>100</min-stack-count>
<max-stack-count>1000</max-stack-count>
<time-limit>1000</time-limit>
</condition>
</operation-config>
<thread-config>
<Cpu>
<enable>false</enable>
</cpu>
</thread-config>
<web>
<visitor-keygen-
class>com.kwise.pharos.agent.http.DefaultVisitorKeyGenerator < /visitor-keygen-class>
</web>
<jdbc-classes>
<driver-classes>
<class-name>oracle.jdbc.driver.OracleDriver</class-name>
<!-- class-name>com.informix jdbc.IfxDriver</class-name -->
</driver-classes>
<l--
<connection-classes>
<class-name>com.ibm.db2.jcc.am.df</class-name>
<class-name>com.ibm.db2 jcc.t4.b</class-name>
</connection-classes>
-->
</jdbc-classes>
</j2ee>
</agent>

[A2] 3-7 j2ee mainxml It L&
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3.2.1. <server>

<server> EfT= [H] 3-11f ZO| =TAHO| &

Fi2 ek
<ip> OO|HMEONM =T E HO|HE HMEY =EMHS IP T4 (88 9 7ts)
<port> Oo|MEOM =T E HO|HE MEY +=EMH S ZEHD
[E] 3-1 <server>2| LiF EfO

<server>

<ip>127.0.0.1</ip>

<port>44001</port>
</server>

3.2.2. <tier>

<tier> Efd= OIOIHE 8L O0|HEQ| TierE F2| Tt
Tier ok

JAVA Java O OO|HEQ B2 47

J2EE WAS Of0|HEQI B2 273

IPLANET Iplanet WebServer2| OfO|HMEQI &2 &7
APACHE Apache Webserver2| OO|HEQI H< 47

[H] 3-2 <tier> B AH™ 7t

<tier>J2EE</tier>

3.2.3. <j2ee>

<j2ee> Efd= "3.22.<tier>" ON M-St S tagE BICE <tier>JAVA</tier>2tH <Java>7t A&
<tier>J2EE</tier>2tH <J2EE>7 M7 EIC.

<tier>JAVA</tier> 0f <tier>J2EE</tier> 0

<tier> APACHE </tier> Ij

<Java> <j2ee> <apache>

L (BE) .. . (BE) .. .. (BEhH
</Java> </j2ee> </apache>
3l

Ofo|MEQ MOl M™L2 J2FES 7|Eo 2 MYSiCt




3.2.3.1. <operation-config>

<operation-config> Ef 1= O|O|MEO|AN =T MHE Operation EE EUl= RS 2o}

Ef 1

A
=

ME

Y

<send-over-time>

Operation0i| CHSH A Al7k2 X[E3t= EfO2 +=HMHE E'H Operation &
HEZ ZHESICH (millisecond)
XZE AA AlZE OI2EQL OperationOf CH3HA = <send-level> Ef10] 783t

HEO| w2tA Operation HEE T AMHO| F&StCL

<send-level>

<send-over-time> Ef10f &7d3t AA A|ZH O2HQl OperationO| CHSHA +=ZEA
HE Operation HEE HEEX| ORE St

o HEY

- SMART: Call-Tree@| & H® MethodTt MHE METICE

- NORMAL: Call-Tree HEE ™MEHX| =Lt

& Call-Tree HEE TEGHX| 7] 20| SAHAZEE ZEX| RE=Ct &
AZYE ZEA7|7] fIsiM= “SMART'Z2 A7Gs0F $HCt

<force-send-issue>

<send-over-time> Ef 10 7ot AA A7k O|2HQl OperationO| CHEHA] Of 27t
A= B2 Operation BEE MHE MELX| {FE SETHC;

M7
= O HA

<use-stack-trace>

[
- true : O|2S AMHO| TS
- false : O|2S AMHO| HE5HX| g
S22 stacktraceE &9 AKX O 70 Ot =Hs 2Fotct

connection leakO| U= AP stack traceS M THCL.

o
<connection> N N
o LU —true: W /false : HHSHX| Y=

<statement>

M™EZ —true: M

statement leakO| A2 AP stack traceS MAdstC},
O HA - /

o
resultSet leakO| A2 ZAL stack traceS At}
[e]

=
o B —true: MMT / false : EE}X|

<result-set>

<condition>

RequestOfl CHZt Operation HEE e I Method Call-Tree7t E2H =3
MHO| R35IE = = AL, ET HZ|A[ZH 1R B2 Methodk Call-Treelf| =
tetezi 240 HHYX = AS YXISH7| 2l5t0] ot 37tX| Efd &=

0|83t0f Operation®f Call-Tree 7f+=E& /7|22 &Y = UCL

<time-limit>2| A2t ZtA 0| Call-Treedf Z&H=
2310| J§4=2 X|HBICE =, <time-limit> E} 0] X|&
AAHZL O[5te] Methode & EfLO| X|HE 7403
Call-TreeOf Z3tEICE

bt

<min-stack-count>

Mo ro

Z|C Call-Tree §=E X|°gottt. 5 EfO| X[°YE 0%

<max-stack-count> . . . .
9| Call-Tree= OperationOff ZgtE|X| @=L}

= Ej3= Method X2| HEZE Operation0 ZEHA|ZX|

o
<time-limit> o .
O|fE TCEt7| 2ot YA ZEOICE (millisecond)
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S B0 YAZES XIYSHH Operation BEO| <min-
stack-count> Ef0| X|8E THtK|= AL 2A
2l0] Call-TreeOf =$tE[1, <min-stack-count> EH10]|
XNEE =5 ESHE Method HEE <time-limit>
Efao] XI”E LA L2 XRDtst= ZR0T Call-TreeOf
ZBoCE Jd2{Lt Method X2[A|ZHO| <time-limit> Ef
a0 AFE LAUZ ZASHEHEEE Call-Tree HFE
<max-stack-count> Ef10|A X|Eot Tz XRipet

BlCt.

1l

[E] 3-3 <operation-config> WSE{1 MY

<operation-config>
<send-over-time>3000</send-over-time>
<send-level>SMART</send-level>
<force-send-issue>true</force-send-issue>
<use-stack-trace>
<connection>false</connection>
<statement>false</statement>
<result-set>false</result-set>
</use-stack-trace>
<condition>
<min-stack-count>100</min-stack-count>
<max-stack-count>1000</max-stack-count>
<time-limit>1000</time-limit>
</condition>
</operation-config>

Qo] 8 O£ E® <send-over-time> EfA7} 3XZ E[0{Q7| W20 3% 0|42 Operation H|O|EE
T M2 METICE <use-stack-trace> Ef 1= 2E false2 |0 A0 XFZ 22 Stack TraceS AMAMSIX|
=L <min-stack-count> Ef17} 10022 HEE0 A0 <time-limit> E§A7F 122 H7FE[0] JUCE}
1X 02k 12 0|42l Call-Tree= X|A3H 1007H2] Method =& HE & Operation0f Z3HEICE 100
74 O|42| Method 2= ™MEE <time-limit> Ef17} 122 MHHEE0 U7| 20| 1X O|AO| Call-Tree
MEOF Operation®f Z2EICE DOFX|2OZ  <max-stack-count> Ef7} 100022 MHYE|Of UA7| WHE20

Z[CH Call-Tree 7i5== 1000/H1E & =+ BiCH

|.|-|
M

= gnl

1. TX trace® A E Rt F2Y ZER0&= £ 7|E3tCt. (link-point)
2. error?t WAt 49 £ 7|E3HCt

3.

X4 operationO| EX5t= d¢@ FX2H 7| FtC}
4. min-stack-count2Ct &2 Z2+=
* min-stack-countE &
1. time-limitO] 4 2!
2. SQL=¥0| 1, force-sql?l BR0l= FxH 7|S3tiCt.
5. max-stack-countE HO{M= dR0= time-limit2 & =
* max-stack-countZt 0Q! %= E& SQLE FTY2=E it

g

*12 AAEE 20| = time-limit=ATHE At




3.2.3.2. <thread-config>

<thread-config> Ef1& Thread¥ CPU AIEE HEE
MHY 4 on 7|2Moz J|50| HlZA3t £of QL.
o L —true: CPU AEE FEE 78

false : CPU AFEE HEE A §AZ

M™BICE true/falsel| Zt=

-
ot
S
ro
Ral
2
I
i

<thread-config>
<cpu>
<enable>false</enable>
</cpu>
</thread-config>

3.2.3.3. <web>
<web> EfT19| <visitor-keygen-class>= HWEA YE WHAl AAEE ClassO|E2 H7E3tCt

<web>
<visitor-keygen-class>com kwise.pharos.agent.http.DefaultVisitorKeyGenerator < /visitor-keygen-class >

</web>

3.2.3.4. <jdbc-classes>
<jdbc-classes> ENZ12| <driver-classes>= SQL = HEE FHoI7| 9[¢t @E2=2 JDBC Driver =

JDBC Connection Class & X|™3}0 MM stct.

1. Oracle®| 4%

<jdbc-classes>
<driver-classes>
<class-name>oracle.jdbc.driver.OracleDriver</class-name>
<l-- class-name>com.informix.jdbc.IfxDriver</class-name -->
</driver-classes>
</jdbc-classes>

2.DB29| 42

<jdbc-classes>
<driver-classes>
<class-name>com.ibm.db2.jcc.DB2Driver</class-name>
<l-- class-name>com.informix.jdbc.IfxDriver</class-name -->
</driver-classes>
</jdbc-classes>

3. MySQLe| &2

<jdbc-classes>
<driver-classes>
<class-name>com.mysql.jdbc.Driver</class-name>
<l-- class-name>com.informix.jdbc.IfxDriver</class-name -->
</driver-classes>
</jdbc-classes>

4. PostgreSQL2| ZL
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<jdbc-classes>
<driver-classes>
<class-name>org.postgresql.Driver</class-name>

<l-- class-name>com.informix.jdbc.IfxDriver</class-name -->
</driver-classes>
</jdbc-classes>

=gl

Ul CallTree O SQL 20| EA|L|X| &%= FL, <driver-classes> Ef1 &, <class-name>2| S{{E Driver

O|2|e| Driver 7t Agentlog O U=A| &Ql =, 7|ZRE|X| AL Driver S F7I5HH SQLEO| HEAIE
Ct.




3.3. loader.properties 27

loader.propertiesIt 22 "$PHAROS_HOME/lib/common-config/properties ;0 {IXI5tH &
=g

#### print 'PHAROS INFORMATION' to STDOUT at start time ####
# show.pharos.info=true

#### setting for was vendor checking order ####
# was.check.order=jeus,weblogic

#### logging instrumented class in agent's log directory
# pharos.debugging.class=false

#### setting for gathering method statistics in memory
# use.memory.method.statistics=false

#### enable to collect JDBC leak information (default: false)
# use jdbc.leak.check=false

# use Jdbc.leak.connection.check=true

# usedbc.leak.statement.check=true

# usejdbc.leak.resultset.check=true

#### JDBC proxy type: jdk(default) / spy / context
# jdbc.proxy.type=context

#### use HTTP visitor collection on/off
# use.http.visitor=true

#### check remote ip
# http.remote.ip=HEADER:X-Forwarded-For

#### use proxy mode for JSP
# use.proxy,jsp=false

#### machine: sets the count of cores manually
# machine.cpu.ncores=

#### Send data to server with literal
# send.literal.always=false

#### WebLogic user ID. Need to collect connection pool information for WebLogic 8.x
# weblogic.username=

#### WebLogic user passord. Need to collect connection pool information for WebLogic 8.x
# weblogic.password=

#### When weaving class, exclude construct(ex: using JRebel, use this option, true)
# weave.exclude.construct=false

#### When weaving class, exclude method prefix(ex: using JRebel, use below option)
# weave.exclude.method.prefix=__jr,__JR,__rebel

#### Whether appending SOCKET I/O to call-tree
#use.recording.io=false

#### Collect Thread Information
# use.thread.monitor=true
# use.thread.cputime=true

#### Using PHAROS link with othre agents by stream, to read/write GUID
# ex) linkage.sockets.read.list=1344,1355

# linkage.sockets.read.list=

# ex) linkage.sockets.write.list=127.0.0.1:1344,192.168.1.150:1355

# linkage.sockets.write.list=

#### Active request config
active.request.interval=5000
active.request.time.threshold=0
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#### Make call tree for priority
# priority.calltree.layer=

#### Agent lazy initializing after this class loaded. For JBoss OSGi version.
# agent.lazy.init.class.name=java.util.logging.Logger

[1&] 3-8 loader.properties I+ L{E

3.3.1. show.pharos.info
OfO|EZL AZE [ Pharos InformationS stdoutZ EA|Z X| {FE HFSICL 7|22 trueZ &
=]

o] ACE £ JEUSOIM 8T 207t AS 2% HHO|H7F A X

—

2oHe ZO7H wMT 0 47

S false2 M™BICE
o MHZL — true : stdoutOll EA|E.
o MHZL - false : stdoutO| EAISHK| &2,

3.3.2. was.check.order
WAS HIHE XM3ASts =ME HESICt 7|24 2 jeus, weblogic2 AE &0 QULCH
A" =AU E MHI3THCH

o At - jeus, weblogic

3.3.3. pharos.debugging.class

ClassE weaving® If =8 ClassE& "$PHAROS_HOME/logs/$PHAROS_AGENT, 0| 7|E3tCt F2 C|H
4 82 MEEICE 7|22 false2 HYE0 ULCE

o H7ZL —true : agentlog O EA|E,
o M3t - false : agentlog O EA|SHX| %S,

3.3.4. use.memory.method.statistics
Class ManagerO|A{ HEO{X|= Method 2& SAHE WHSt= 7|6 on/off & = A= HEOICE 7|24k

2 false2 HJE|0 ULCL.

o ML —true: Method & SAE M4st
o WL —false : Method 2F SHE MUK %3

?l 752 OO|HENAM Method 2F & SAE d&3t= 7ISOICE OO|HENAM SAHHOIHE 7t
A8z JVM M7|SA| HOIE7t =7[3} ELf, F2, ZR2OUYA| Method 2EHEE HOF= &2
MEEIH, 8§58 s & + ALz 73 J&o|L, CPU AFEE0[ A J71%ts 89 &8 #S

false2 A7 3tC}.

3.3.5. use.jdbc.leak.check
Sieh ME2 JDBC leak SEE FEX| OFE Z7H3UIC 72442 true 2 HAH™EO J}2H connection
leak, statement leak, resultset leak HEE ZtZt ==X 82 M 7ts5iCt

o HHEZf —true: leak™BEE ==l




o
o

o MAZ —false: leakMEE FEIIX|

ot

AR Q) statement= connectionO| true®l A0 SZSIH, resultset2 statement?t true@ 4

3.3.5.1. use.jdbc.leak.connection.check
et 482 Connection leak HEE FTELAX| OEE ATt 7| 242 true 2 HFE[0 QUL
o MBIt — true : Connection leak8 E S

= [
o H™Zt — false : Connection leakBEE F=3IX| %2,

3.3.5.2. use.jdbc.leak.statement.check

e A2 statement leak BEE FELX| OFEE ZAHSIC 7| 242 true 2 - E0] QUL

e H™ZL — true : statement leakBEE FT=T
o AH™Z}L - false : statement leak B EE FZ=8IX| %L

3.3.5.3. use.jdbc.leak.resultset.check

i 282 resultset leak §2EE FELA O|FE 2ottt 7|22 true 2 =0 AL

o HM™ZL - true : result leakdEE F&=3
o MBIt - false : result leakHEE FESIX| &S

3.3.6. jdbc.proxy.type
e 2782 JDBC YA S proxy A2 +8d= EYOICH 7| =242 context 2 AFEOf ACH
I

— jdk : dynamic proxyE O|&%.

nx nx

- spy : concrete proxy(delegator)& 0| &%

o
— context : InitialContext| CHPt proxyE MMsts EES 0|&

o [ ] [ ]
o od ox
N gN oy

nx

b

[ot

3.3.7. use.http.visitor

COOKIE &, PHAROS_VISITORE & d3l/H|2 Mzt {25 HAHSICH 7| 242 true 2 AH™E O QULCH

o MHEIL —true: M3t
o AL - false : H|ZHE 3}

3.3.8. use.proxy.jsp

JSP ItUO| AO|=7F 2 AP ClassFormatErrorZb Elig &~ QUL sy M
MethodE ALEY = UEE HCt 7|22 false2 HFEOf UL

M Zt - true : Proxy Method AtE7ts

ML - false : Proxy Method A8 27hs

jspServiceO| CHSH proxy
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3.3.9. machine.cpu.ncores
MHQ| CPU (core) =5 ZTTICL AIXAMHZ2| H2 CPU AFEHO| 2R HAlEl= 2ME +=8g O A

gttt

3.3.10. send.literal.always

MHO| S HIOIHE 22 M i+ 20 ot & HojH=Zo H& OFE 2FUCl 7|22 falseZ
2EE AL

o B —true: H HO|HE HE

o MHZt —false : hash 422 &

3.3.11. weblogic.username
WebLogic 8x0 Al JMXZ S3ll ConnectionPool HEE FEE I AFESHCY

o 2782t - WeblLogic Console £ A2 IDE H7%ICt ID7t Sl= 3% HESHK| Qotx EICE

3.3.12. weblogic.password
WeblLogic 8x0|Al JIMXZ 3l ConnectionPool YEE FE& [ AtESICE
o M-It — Weblogic Console H&A|2| PasswordE ALt Password?t Qe 49 HHSHA| UOtE

L.

3.3.13. weave.exclude.construct
WeavingA|0f ‘dHEXE CHAOAM MAHSHE SMHO|CH 7| 282 false2 HEEO UCH
o HHEZ —true: MHXE HAHE.

A
o 2 —false: $GAE MHOK| E3.

3.3.14. weave.exclude.method.prefix
WeavingAlO'” %78 PI’EﬁXS 7|-7(|_| Method% X'"7'|6_|'E %ﬁO“:I-

o 280 - _jr_JR_rebel

3.3.15. use.recording.io

SocketO| CHEt read/write S EE Call-Treelf| F7H = JUZE St 7|SO|CH 7|22 false2 YK
ALt Eh OO]ME 70| “-Dpharos.weave.io=true” 7t 7|&E|0f Y FL0 S

o 278 ZL - true : Call-TreeOf| EAIEE

o Bt - false : Call-TreeO| EA|SHK| %3,

3.3.16. http.remote.ip

IPYEE HTTP HEADERS| X-Forwarded-ForZ|7t 7+l Zt2 24 0] remote ip2 At&3t= 7|&0|C}

Ol0|ME =AM MY 27

=



o EH0| - HEADER:X-Forwarded-For

3.3.17. use.thread.monitor

Thread §2 =T EE HAHoICt 7| 242 true2 HFE|0 ULCE

o ™7} —true: Thread HE $=7
x

| == Y
o ™It - false : Thread HE $£TSIX| A,

3.3.18. use.method.cputime
Thread & & cpu time B2 =T FEE 27FICL 7[24U2 true2 270 UCH
o MMt —true: cpu time YE Tz

o MMZt —false: cpu time ME $TSIX| A,

? 752 JAVA JMX € AtESH 40| H EI—IH OZ AFEA| CPU XtRO AIEES MS AIZ £
ooz HIIHAE 8l CPU AHRO0| £FT AR false 2 AL

3.3.19. linkage.sockets.read.list
agent 7t trace A E QI8 CtE agent Al stream 22 S0{2 APM Header & 27| {8 ArEICt
e H70| - port,port : 1344,1355

3.3.20. linkage.sockets.write.list
agent 7} trace BAHE IS CtE agent £ stream 2 S APM Header & 7| 2{slf A EICH,
780 - address:port : 127.0.0.1:1344,192.168.1.150:1355

3.3.21. active.request.interval

Active Request & F7|& HoHCt 7| 272 5000ms L2 Y0 QUL

3.3.22. active.request.time.threshold
XIHE A2t 0|42l AL Requestd2E &SI X|HE A7t 0|52l ALR0|= Active Request= count
o no

Ot MESICt count?t MEE A20|= normal(@ztAh) 2 ZEFEICH 7|24k 2 A3™Eo QUL

3.3.23. priority.calltree.layer
MY El layer2M operation-config ZE{ZOAM HAZ|E 7|&
o S0 — MCA : MCA layer®| Operaton2 ZE{ZI0fA X Q|StC},

3.3.24. agent.lazy.init.class.name
Jboss LogManager 7t Z=7|2tE|7| H7MK| O0|HES| &=7[8tE X|PAI7|= &4

e H73Zt - javauutillogging.Logger : java.utillogging.Logger class?t 2 YEl O|F0f OO|HET} Z=7|
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uju

otAl &

g}

3.4.00|ME 21 H¥H

Pharos Java O|O|ME &= log4E ALYt E1E HICL log4j= “org.apache’® A|ZSh= PackageE 7t
X|=0l applicationte] S22 &X|5H7| o HEXHSZ Package 0|52 “com.kwise.org.apache’Z2 HZ
5to) AtESHCE HME If7|X|0l= common-config CIZE 20 Of2fet 20| 2749 A7 mUS It
ALt

278 M2 orgfel =AMLz QAo
1. "$PHAROS_HOME/config/$PHAROS_AGENT/pharos.log4j.properties |
2. "$PHAROS_HOME/lib/common-config/properties/pharos.log4j.properties |

3.4.1. pharos.log4j.properties
pharos.logdj.properties= 7|& LYz 21 IOt AIO|=F Hotot= ZAO|CH =21 Mol 7|t =

o2l &M & MaxFileSize/MaxBackupIindexS 0|28l Z=HtCt,




log4j.rootLogger = INFO

# ____ narlkana ~Aam bhiica ____

Iog4j.|ogdger.com.kwise=INFO,roIIing
#log4j.additivity.com.kwise=false

log4j.logger.com.kwise.pharos.agent.loader.Weaver=INFO,rollingInstrument
#log4j.additivity.com.kwise.pharos.agent.loaderWeaver=false

log4j.logger.com kwise.pharos.agent.loaderasm=INFO,rollingInstrument
#log4j.additivity.com.kwise.pharos.agent.loaderasm=false

log4j.logger.com kwise.pharos.agent.loader.criteria.CriteriaReader=INFO,rollingInstrument
#log4j.additivity.com.kwise.pharos.agent.loader.criteria.CriteriaReader=false

# ____ naclbana fam finita o

|og4j.|ogc?er.com.ufinite=IN FO,rolling
#log4j.additivity.com.ufinite=false

# ____ naclana brea lhaniea

log4j.logger.kr.co.kwise=INFO,rolling
#log4j.additivity.kr.co.kwise=false

# stdout

log4j.appender.stdout = com.kwise.org.apache.log4j.ConsoleAppender
log4j.appender.stdout.layout = com.kwise.org.apache.log4j.PatternLayout
log4j.appender.stdout.layout.ConversionPattern=%5p ({%t} %F[%M]) [%d] - %m%n

# agent.log

log4j.appender.rolling.Threshold = INFO

log4j.appender.rolling = com.kwise.org.apache.log4j,RoIIingFiIeAppender

AAAi annandarrallina Cila — €fnharac ""“'3}/|Ogs/${pharOS.agent}/agent.|Og

lam/Ai annandar vallina MavEilaCiaa—-1NRR

Iog4j.appender.rol|in?.MaxBackupIndex:5

log4j.appender.rolling.layout = com.kwise.org.apache.log4j.PatternLayout
log4j.appender.rolling.layout.ConversionPattern=[%-5p][%d{yyyy-MM-dd HH:mm:ss}] <%t> [%c{1}] %m%n

# instrument.log

log4j.appender.rollingInstrument.Threshold = INFO

log4j.appender.rollingInstrument = com.kwise.org.apache.log4j.RollingFileAppender

lnndi annandarcallinalnctrimant Bila — ¢inharne hamal/|ogs/${pharos.agent}/instrument.log

lamAi annandar rallinAaThnetriimant MavEilaCiza—1NRMR
log4j.appender.rollingInstrument.MaxBackupIndex=5

log4j.appender.rollingInstrument.layout = com.kwise.org.apache.log4j.PatternLayout
log4j.appender.rollingInstrument.layout.ConversionPattern=[%-5p][%d{yyyy-MM-dd HH:mm:ss}] %m%n

[Z12] 3-9 pharos.log4j.properties 2| 278 ME

3.4.2. daily.pharos.log4j.properties
daily.pharos.logdj.properties= 2R E€2 21E H7[= A
= MSEX R=Ct E% & 23 7|5 EAHS AEstD 4

= HZ5I0] AETtot.

—

2R 22 Oiels #YsiH AN ZIs

n o
[
o

tH ImQ| O|E2 pharos.logdj.properties
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log4j.rootLogger = DEBUG

log4j.logger.com.kwise=DEBUG,dailyfile
#log4j.additivity.com.kwise=false

log4j.loggerkr.co.kwise=DEBUG,dailyfile
#log4j.additivity.kr.co.kwise=false

log4j.appender.stdout = com.kwise.org.apache.log4j.ConsoleAppender
log4j.appender.stdout.layout = com.kwise.org.apache.log4j.PatternLayout
log4j.appender.stdout.layout.ConversionPattern=%5p ({%t} %F[%M]:%L) [%d] - %m%n

log4j.appenderdailyfile.Threshold = DEBUG

log4j.appenderdailyfile = com.kwise.org.apache.log4j.DailyRollingFileAppender

log4j.appender.dailyfile.File = ${pharos.home}/logs/${pharos.agent}/agent.log

log4j.appenderdailyfile.layout = com.kwise.org.apache.log4j.PatternLayout
log4j.appender.dailyfile.layout.ConversionPattern=[%-5p][%d{yyyy-MM-dd HH:mm:ss}]<%t> [%c{1}-%L] %m %n

[Z1&] 3-10 daily.pharos.log4j.properties 2| 8478 ME

Sl

Pharos Java OO|ME ZI1& $PHAROS_HOME/logs LU0 ‘d-g=ICh 2+ WAS AZ1t Pharos Java
Ofo|HE AFO| CtE 4% 28 MY W 2F7F 2dd &= UCE ALISHH 0| E= WAS AE
OfM A¥E|=0 EX|= Pharos Java AE2E &[0 A0 WAS AZOAM logs CIAEHZ[0]| 27| HTHO|
A7| 2o LBCt Ol AL0|= Pharos Java IOl logs CIHMEZIE M7|9t Ml HstE FH

EICH (HEO: chmod 755 logs)

3.5. Criteria AH

Criteria®d2 =% Of& Class?t Method=2 doldt= A2 HSHH, A ProfileSetO] HL|El criteria-
mainxml2} &K Profile CHAH(Class/Method)0| HOlZl xml A M2 L0 Lt

278 O 2 ofgfel d=o| {XStH =MUE M2 LAE criteria-mainxmlIt ¥ 0| HEEICH
"$PHAROS_HOME/lib/common-config/criteria

3.5.1. criteria-main.xml &A%

2oz O8] 3-110 Z#2 W8S Zeotd ULt
s

<?xml version="1.0" encoding="UTF-8
<criteria-config>
<def%u|t—rule>include</default—rule>
<file-list>
<file>pharos-default-exclude.xml</file>
<l—
<file>weblogic-jdbc.xml</file>
<file>jdbc.xml</file>
<file>naming.xml</file>
-->
<file>jdbc-proxy.xml</file>
<file>http-filterxml</file>
<file>http-jsp.xml</file>
<file>http-servletxml</file>
</file-list>
</criteria-config>

[Z12] 3-11 criteria-mainxml| OtY L&




IO <file-list>2| <file> E{IE O|8dl =% CHA Class?t Method?t jé*>9|5._| oY =52 LtE5tH =
C}. pharos-agent-config Z&2 offE oS

Qe 4% Cf4 % mYUS 9o So|A =t

o]

Dol LY £MIHZ ClassE Y% [ H20| =0k Classo] Hol= F20| & 4 o0z M Al
A &ME2 12{s}0io} sk,

3.5.2. =X 4t Class@t Method?| e

28 o2 xml FHO|H It O|E2 O O|F= A8z H&QICL o7|AM FolE oY O

ajru
o

o
“3.5.1. criteria-main.xml &A&"9| criteria-mainxm| SE0| F7tstH EICH

Of2f [1]3-13 o MY MEZ BEULL

=20 o= —

|
<?xml version="1.0" encoding="UTF-8"?>
<classes>
<class-info>
<rule>include</rule>
<layer>HTTP</layer>
<expression>javax.servlet.Filter+ </expression>
<instrument>
<startable>false </startable>
<recordable>true</recordable>
<recording-child>true</recording-child>
<capture-running>false </capture-running>
</instrument>

<methods>
<method>
<rule>include</rule>
<type>FILTER</type>

<expression>public void doFilter(..)</expression>
<instrument>
<startable>true</startable>
<recordable>true</recordable>
<recording-child>true</recording-child>
<capture-running>true</capture-running>
<advice>
JSELL
</advice>

-------------------------------------------------------- <05} ek

[12] 3-12 httpxml o] HF ME

XML rootEf 2 <classes>E 7HX|H SF2{0| CH&F ClassE H2|Sh= <class-info> EfE ZHEICEH

3.5.2.1. <class-info>

<class-info>= =& Y Class YEE Folst=0H AtEEIH, of2fet &2 Efa=2 7HEICt

Ei 7|2 | dEILs 4%
. include/excludeE A& = QUCH includes =& CHAS o|0|stH,
rule include @) . ° N
excludes= MAU&=S 2|0[SHLt.
layer GENERAL o) UIEH Al EO|E Class®| Layerd< 2|0|3tCt
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Class@| bytecodeE HEY M ALY weaverE FolotCh =
weaver GENERAL O o °

X2 MEED, HRZ2 8% Y&}
expression Class O| 0| CHoF &P Al
instrument @) =8 Al Hest 45 SHES Folottt

Method2| 555 7IZICH 2ef S 20| OtFAE Fol=|of UK &
methods O . N

CHH S Classe =& CH&O| Ol Z1f OFEEZEX|O|CF

3.5.2.2. <expression>
Class O|E0i CHot & S Zotoh Classe| HA| O[S ALESHEH ECt oA
Ol 042f ClassE X[’} t= 8% & M8Y = Aol &S EAUSILA St= E2 Expression
M =
= =

N [}
o| otx|gtol| '+'& ArgotEH =Lt otz [E] 3-132

oracle,jdbc.driver.OracleDriver
oracle*QOracleDriver
oracle.*Driver

java.sqgl.Driver+
java.sgl.Connection+

[O&l] 3-13 Class O|& A ME

=gl
+eF &5 SAI0| A8 == BiLf

I

3.5.2.3. <instrument>

<instrument>& Method & +=8 Al Z2% FHEE Fl5t=0 Ar&%tCt. O Ej1&= <class-info> Ef
%} <methods> EfZl, <method> Ef0AM E& AFEE £ UL} XT HEE[= 42 Method 0|2
2 M 7tX| & Sttt HEEIC

HMEL|lE= &=Me <method> -> <methods> -> <class-info>2| &=0| & +=AM7| M2y
7t HEE|= WAO|CH ofefet &2 St¢l EfAE X H Lt

rir
oX
My

O|:|
T T

A

Ef 7|23 | M= 75 a9
A= ARl BHO|= AMESHA| 1 LHEHO=ZDH ALESHD
stacktracable true (@]
ALE
Call-Tree  =TA|  Al2} MethodZ2 AtEXE HAH™St=0
AEEICH  A|Z MethodZt QUO{OFZE  Call-TreeZt =T E[7]
startable false O N
K|S
HttpServletQ| service() Method7} &2 0f|O|LCt,
Call-TreeOf] ZEZA|ZX| 04'2’5 MM} Startable Method7}
recordable true (@)
AlEtEl O|=0fgt ofn|7} ULt
) , SHRI2| Call-TreeE AL =X E Fo|st=0 AHEEILCH
recording-child true @) N
false@l AL 522 Method?t recordable €X|2tE $=ZRSIX|




=Lt
ST Method7t = &EfY I MHE HEIFEE ™S oL
capture-runnin false (@]
P J 0| Ef1Z 0|83}0] HTTP/IDBCO| CATAHE 7} BHSO{ZICH
captures (@] MethodOfl CHE 7t EE +TSAX & 42 ALESHCL
, £ Methodd|AM AHEX}7L BHE ZEE F8SIIX & 22 A
advice 0 N
S9tCt
, o2l 702l adviceE SEOI1A o= ZBF AMETHCh WF0|=
advices @) . i o s N
?0f A= adviceE{1E S=SHAM LIESHH ELCL

[E] 3-5 instrument Ef19 A7

3.5.2.4. <captures>

<captures> Eff= <instrument>Ef1 L{O| F2|5t0] Method =& Al EEE|=

AEEICH +=8E FEE Call-TreedAM S Method (Operation)2| meta-data HEZ X ZEICt
o] 7He #HES FESE 2= USSE <captures> Ef1= <capture> Ef1E

<capture> Ef1& Of2f [H#] 3-61t 2 19 EfAS2 ZHA[D RULCE

[0)

Ei 7128 d=ts

|'|_|0|' X

Name Zl '8 meta-datalff A& [ AFES 7| O|&

F=E
Value F= N 7] 3-7" &=X
FE

2l meta-datas 5H':F Method(Operation)l'f SHH  Start

2 F
is-global false @) N o
StALt O] Ho|HE 0|85t *‘lH'loﬂA‘l =3 —f%‘% WS AR}
St= 4% A8 E = UCL
[E] 3-6 captures Ef19| MH
oM dESH Ef1 T <value> EfO0M ALRE = Us UESE [H] 3-701 2HDHCE
2% ks # pE AR ) 49
Jeps K|St OlKto| 7S X=3iC
OIRFHS ex)3 E~O ool {2l |' | 2t= T_E___?__._ .
Object?! AL+ toString() afS HETICH
siE X9 QX7 MapEtRRl 2L EHz= &0
3(keyl, key?2) [valuel, value2] N
i LHE 7| 2roll CHe HIOIHE AESH0 Ltgotot
Method?| =& ZutE FO{HCE
return , . o —aix
Object® AL toString() 22 ESITICE
this.classname a.b.ClassName Xl =& FQl ClassOfl Cist ™A 0§32 FEoiCt
. Sixf =& FQ ClassC|l PackageE M I8t Class
This.simple-classname | ClassName N
O|EEHS F=E3irt.
methodname connect Xl =& E2l Method?| O|E8H2 FE3iCL
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full-classname-and- Class O|21} Method O|&& FZE3ICY

a.b.ClassName.connect()

methodname QX HDSHA| Qi=Ct
simple-classname- Class O|Z1} Method O|&& F&3%HC}
ClassName.connect() L
and-methodname Package ¥t QIXt= BEHSIX| ULt
_ Call-TreeOflM  HJE= ANE 2F™st  O|ES
full-signature ol0fuiC}
[E] 3-7 capturesOf CH3H HO
3.5.2.5. <advice>
advice Ef 1= Method = A|TO| ALEXIZL MEBE E7 advice classE FHA|Z|AX} S G0 At
EICh S35t 7sE FHSHAL BT YEE FE57| o 822 HIECL
<advice>= OF2ff [#] 3-81f &2 39| EiAE 7tX|a QUCH
Ej 1 7|2 | M= 7ts a4
adviced| 2lslf 2[HE[= 20| Us EF HF O|ELE meta-
key-name © dataOfl MZEICH Yetels A MESHR| YeCh
FESIIXE St Class?t Ue fX(dirjan. e FE2
class-path @) N
OIO|™MEZE ZkX| 2 QAT ZHF=3tCt,
classname AN ™2 StOXt St advice class?| 0|

[E] 3-8 adviceOf Cist Ho

3.5.2.6. <methods> <method>

Method O|&

Zebot ™A O|F& AHESHOF St Method= 37| Ofefet 0] & 7tX[9] EelZ2 Fd5o ULt

[E2AH [2IEEH] [OIF] (&R,

of chet SelE molotr). 2[E EtO|Lt QKoM Class O|F0| AHEE B0 Packages

== g

HIXE public, private, static, final a2 A|&SIH, YeSAHL *2 BE HIXE &

2| HEtR | primitive typeO|Lt HIE, Class 0|22 2 AtE 7ts & AIE23l0] ZE EIYS 518
JE Method®| 0|28 o|O|3tCt «& AMRSI0| 0f2 MethodS THHO| X|&E 2= QIC}

ol %} primitive type O|L} HiE, Class O| &2 ARSI LIESIH FEX= J0OH)E AME. OHY

CINtE =AU 2 ALESHA| AL SICHH ' 'E ALE

[E] 3-9 Method OI% =S

Olgf [1&]3-14 o M MZg xtx3iC}

[ [




public java.lang.Connection connect(java.lang.String,java.lang.String java.lang.String)
public * connect(..)

public * conn*(java.lang.String,..)

* * connect(..)

public static final int getNumber()

[12]] 3-14 Method 0|2 MY MZ

3.6. Criteria 273 M E

3.6.1. 5™ Class?| 2= methodE Z=2ulYU3d 5= ofH|
2Ot ol [HMCE £ Z2ASl BE methodE X|HSH7| {8 WHO=E OfEH [JE'] 3-159+ 20|
MLt <class-info> ST <expression>Of| package HS ZE&eh O C

SHEF <expression>Off * *()Qt Z0| YHBICt Ot 22 MFPES=E A Classe| EE ethodoﬂ Cst =
2ozl g 2 . 2 O|X&= ParamCaptureController ZAEE2| ClassOIA AFStE 2E methodS
DLUEHY 7] 93 =2ntddo|ct.

<?xml version="1.0" encoding="UTF-8"?>
<classes>
<class-info>
<rule>include</rule>
<layer>HTTP</layer>
<expression>com.rubymaster.codej.controller.ParamCaptureController </expression>
<methods>
<method>
<rule>include</rule>
<type>CONTROLLER</type>
<expression>* *(..)</expression>
<instrument>
<startable>false </startable>
<recordable>true</recordable>
<recording-child>true</recording-child>
<capture-running>false </capture-running>
</instrument>
</method>
</methods>
</class-info>
</classes>

[A2]] 3-15 EH Class?| 2E MethodE ZZIzoz SE5H= oA

3.6.2. E™ Class?| EX methodE =2 g st= oA

o2nYYol LMo 2 EF Class?| ZE methodE X Flet GBo= ot [2F] 3-161t #Of
ot L C
Yoz 4 Class®| ZE method0 Cist =
Eoed g £ ALt 2 O|M+& ParamCaptureController ZIEE2{ ClassO|lA service(java.lang.String)

methodE ZLEE ot7| ?let 2O FOILCH.

ot

O
HHBICE <class-info> SFEt <expression>Of| package ¥=2 E&t lassES St <method>

M

=

SHEF <expression>O0l * *()QF Zt0| YBiCt 0|t ZHe

36 Pharos Java Administration Guide




<?xml version="1.0" encoding="UTF-8"?>

<classes>
<class-info>
<rule>include</rule>
<layer>HTTP</layer>
<expression>com.rubymaster.codej.controller.ParamCaptureController</expression>
<methods>
<method>
<rule>include</rule>
<type>CONTROLLER</type>
<expression>public void service(java.lang.String) </expression>
<instrument>
<startable>false</startable>
<recordable>true</recordable>
<recording-child>true</recording-child>
<capture-running>false</capture-running>
</instrument>
</method>
</methods>
</class-info>
</classes>

[12]] 3-16 £ Class?| EX methodE ZZOtYaoz SE5t= OfF|

Ot
rir
=2

3.6.3. M/dXl(Constructor)& =2 I}zl
Z2MAYS| Y22 E7 (Class?| YHAE Hez
Ho 2 MAFETIL} Classloaderdf <init> 2 20Xz 2&
M=ol orefet Zo| 2gsor WA Z=utdo| 7t
WOl EXfe 42 7|EQ| ZEmUY Y S AUSH
A S

= o
2 2 U parameterS ZEo MYXE Z2Otdd o 4= QU

I=
Hu
El

P 57| QUsh ofef [ 3-173F 22 &
xmlE2 BEHAHSL7| I8l &ltinit&gtE AHE3t7|
Ct. 88X} methodOl| parameter 222 £7

20|

S o
0z
>~

Q or

ltinit&gt(java.lang.String, java.lang.String 2f

<?xml version="1.0" encoding="UTF-8"?>
<classes>
<class-info>
<rule>include</rule>
<layer>HTTP</layer>
<expression>com.rubymaster.codej.controller.InitTest </expression>

<methods>
<method>
<rule>include</rule>
<type>CONTROLLER</type>
<expression>public &ltinit&gt(..)</expression>
<instrument>
<startable>false</startable>
<recordable>true </recordable>
<recording-child>true</recording-child>
<capture-running>false </capture-running>
</instrument>
</method>
</methods>
</class-info>

</classes>

[A2] 3-17 MM X}ConstructonE Z=Z2OtY2 st= O &

3.6.4. 5’8 Class& Start Point(StartOperation)2 2 HHs5l= WA

TCPE At Z0| HTTP & SoliM S02= 2F0| Ot ZRLf multi thread Y22 MZ2 Classg =
Wot= B2 Z2, JOB ThreadZ2 MER HYS AZSt= ER0= MZR Operation2Z Agent?t MH
oA H&s Fof $tCh 0| st HHoz ofaf (O] 3-18 1t 20| MFE = ULt

otziel OfX|l= Excutor ClassOlA invoke() MethodZ A|ZEfE|= ThreadE startOperation2 2 A1




ServerO M&SIAH k= O|A|O|C} <startable>2 A|Zf Operation2E SE3tCH= 2[0] O|H, <capture—
running>< O| Operation® CAT(Current Active Thread)Z Server0f H&stCt= o|O|0|Ct 1 0]Qle] £
2 Criteria 280 &M3| 2EO A28 2 F XL}

<?xml version="1.0" encoding="UTF-8"?>
<classes>
<class-info>
<rule>include</rule>
<layer>JOB</layer>
<expression>com.rubymaster.codej.job.Excutor</expression>
<methods>
<method>
<rule>include</rule>
<type>INVOKER</type>
<expression>public void invoke(..) </expression>
<instrument>
<startable>true</startable>
<recordable>true</recordable>
<recording-child>true </recording-child>
<capture-running>true</capture-running>
</instrument>
</method>
</methods>
</class-info>
</classes>

-

[13] 3-18 E7 ClassE Start Point2 A= 2

3.6.5. 57 Class2| £% Method0| adviceE X &%5l= W'H
2o CHY0| Z[& Classe| MethodOAl HIO|EE FESI7| M= A

Mo 2 M5tz 7|2 Advice X Sitell] A 2EE AdviceE HEdl= Y@= otz [2E] £
Of2fol oM Servicelnvoker Class®| process(java.lang.String) mehtodOAl HIO|EHE ZF=Edt7| 2|l
${pharos.home}/lib/advices/paa-biz-advicejar LF22| com.pj.advices.ServicelnvokerAdviceE AtE5HICH=
o[nl & 7trICt O] 7|s& &785t= <advice> Ef1& <instrument>Otefoff @{X[SOF StCt.

<?xml version="1.0" encoding="UTF-8"?>
<classes>
<class-info>
<rule>include</rule>
<layer>HTTP</layer>
<expression>com.rubymaster.codej.biz.Servicelnvoker</expression>
<methods>
<method>
<rule>include</rule>
<type>PROCESS </type>
<expression>public void process(java.lang.String) </expression>
<instrument>
<startable>false </startable>
<recordable>true</recordable>
<recording-child>true</recording-child>
<capture-running>false </capture-running>
<advice>
<class-path>${pharos.home}/lib/advices/paa-biz-advice.jar</class-path>
<classname>com.pj.advices..ServiceInvokerAdvice</classname>
</advice>
</instrument>
</method>
</methods>
</class-info>
</classes>

[12]] 3-19 £4 Classe| £ Methodd| AdivceE HE3}

rir
olas
rE
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3.6.6. C}= adviceE M E6}= HitH

EH Class® EX Methodd| 02| 7i2| AdviceS X Edl= HIEH2 otz [12!] 3-201F ZC}

<?xml version="1.0" encoding="UTF-8"?>
<classes>
<class-info>
<rule>include</rule>
<layer>HTTP</layer>
<expression>com.rubymaster.codej.biz.Servicelnvoker</expression>
<methods>
<method>
<rule>include</rule>
<type>PROCESS </type>
<expression>public void process(java.lang.String) </expression>
<instrument>
<startable>false</startable>
<recordable>true</recordable>
<recording-child>true</recording-child>
<capture-running>false </capture-running>
<advices>
<advice>
<class-path> ${pharos.home}/lib/advices/paa-biz-advice.jar</class-path>
<classname>com.pj.advices..ServiceInvokerAdvice</classname>
</advice>
<advice>
<class-path> ${pharos.home}/lib/advices/paa-biz-advice.jar</class-path>
<classname>com.pj.advices..ServiceInvokerAdvice</classname>
</advice>
<advices>
</instrument>
</method>
</methods>
</class-info>
</classes>

rir
0
rE

[E] 3-20 C}F& AdivceE HE3}
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4. BE

A . 0o|HE Fo 47 mtd

A.1. main.xml

<?xml version="1.0" encoding="UTF-8"?>
<agent>
<server>
<ip>127.0.0.1</ip>
<port>44001</port>
</server>
<tier>J2EE</tier>
<j2ee>
<l--
<layers>
<in>HTTP</in>
<out>JDBC</out>
</layers>
-->
<operation-config>
<send-over-time>0</send-over-time>
<send-level>SMART</send-level>
<force-send-issue>true</force-send-issue>
<use-stack-trace>
<connection>false</connection>
<statement>false</statement>
<result-set>false</result-set>
</use-stack-trace>
<condition>
<min-stack-count>100</min-stack-count>
<max-stack-count>1000</max-stack-count>
<time-limit>1000</time-limit>
</condition>
</operation-config>
<thread-config>
<cpu>
<enable>false</enable>
</c u>
</thread- conf|g>
<web>
<visitor-keygen-
class>com.kwise.pharos.agent.http.DefaultVisitorKeyGenerator < /visitor-keygen-class>
</web>
<jdbc-classes>
<driver-classes>
<class-name>oracle.jdbc.driver.OracleDriver</class-name>
<!-- class-name>com.informix jdbcIfxDriver</class-name -->
</driver-classes>
<l--
<connection-classes>
<class-name>com.ibm.db2 jcc.am.df</class-name>
<class-name>com.ibm.db2 jcc.t4.b</class-name>
</connection-classes>
-->
</jdbc-classes>
</j2ee>
</agent>
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A.2. criteria-main.xml

<?xml version="1.0" encoding="UTF-8"?>
<criteria-config>
<default-rule>include</default-rule>
<file-list>
<file>pharos-default-exclude.xml</file>
<l—
<file>weblogic-jdbc.xml</file>
<file>jdbc.xml</file>
<file>naming.xml</file>
-->
<file>jdbc-proxy.xml</file>
<file>http-filterxml < /file>
<file>http-jsp.xml</file>
<file>http-servletxml</file>
</file-list>
</criteria-config>




A.3. loader.properties

#### print 'PHAROS INFORMATION' to STDOUT at start time ####
# show.pharos.info=true

#### setting for was vendor checking order ####
# was.check.order=jeus,weblogic

#### logging instrumented class in agent's log directory
# pharos.debugging.class=false

#### setting for gathering method statistics in memory
# use.memory.method.statistics=false

#### enable to collect JDBC leak information (default: false)
# use jdbc.leak.check=false

# useJdbc.leak.connection.check=true

# use.jdbc.leak.statement.check=true

# usejdbc.leak.resultset.check=true

#### JDBC proxy type: jdk(default) / spy / context
# jdbc.proxy.type=context

#### use HTTP visitor collection on/off
# use.http.visitor=true

#### check remote ip
# http.remote.ip=HEADER:X-Forwarded-For

#### use proxy mode for JSP
# use.proxy,jsp=false

#### machine: sets the count of cores manually
# machine.cpu.ncores=

#### Send data to server with literal
# send literal.always=false

#### WebLogic user ID. Need to collect connection pool information for WebLogic 8.x
# weblogic.username=

#### WebLogic user passord. Need to collect connection pool information for WebLogic 8.x
# weblogic.password=

#### When weaving class, exclude construct(ex: using JRebel, use this option, true)
# weave.exclude.construct=false

#### When weaving class, exclude method prefix(ex: using JRebel, use below option)
# weave.exclude.method.prefix=__jr,__JR,__rebel

#### Whether appending SOCKET I/O to call-tree
#use.recording.io=false

#### Collect Thread Information
# use.thread.monitor=true
# use.thread.cputime=true

#### Using PHAROS link with othre agents by stream, to read/write GUID
# ex) linkage.sockets.read.list=1344,1355

# linkage.sockets.read.list=

# ex) linkage.sockets.write.list=127.0.0.1:1344,192.168.1.150:1355

# linkage.sockets.write.list=

#i### Active request config
active.request.interval=5000
active.request.time.threshold=0

#### Make call tree for priority
# priority.calltree.layer=

#### Agent lazy initializing after this class loaded. For JBoss OSGi version.
# agent.lazy.init.class.name=java.util.logging.Logger
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B. 1t A A= AXTHI|s 2%

U™ A|Zt SO st @HS LMAIZ Z2 diY AEXE LXISte §F HO|X|2 redirectdte 7S
2 oot 2Ll HEHE mainxml0iA SN, of2fo| 7|52 during?| AlZF S countO|&e =
E2 HAst AFEXtO| AL delete-timeSQt reject-pages F= 7|s0|CH

<web>

<macro>
<enable>true</enable>
<during>60000</during>
<count>20</count>
<delete-time>60000</delete-time>
<reject-page>http://xxx.xxx.xxx.xxx/macro.html</reject-page>
< key>
<cookie>JSESSIONID </cookie>
</key>
</macro>

</web>

Zf Ef9| o|oj= ofafel L.

Ej 29
enable AHE 0l &
during M3 Al
delete-time | XFEF SHA| Al
count D=
reject-page | AtEh =40| A2 EF EO0FE HO[X|
key MEXE TR0l AH8St= U

B.1.SPC 7|5

flet 20| ™S S5tH SA| = thread”’l 307 0|4 Y B2 busy-pageE EOZELL




<web>

<spc>
<enable>true</enable>
<thread-limit>30</thread-limit>

</spc>
</web>

<busy-page>http://xxx.xxx.xxx.xxx/busy.html</busy-page>

2} B2l ofoj= ofzfet ZCf

Ef 1

nx
o

oy
enable A& &

thread-limit | Mgt thread 2=

busy-page | Z70| EAS I 2F HO[X]|
group J5Y MY MEItS)
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